SysAdmin's Notebook

S’rra’regies for blockina traffic by a service
or Pro’rocol

At some poin’r you will want to block trafFfic based on the +ype of service or Pro+oco| that
is laeing used. This is a Pairly s’rraigh’r{lorward exercise if you are blocking all traffic using
that service but it becomes subtler when +rying to block it under speciﬁc circumstances
orif you wish to block speciFic content in all circumstances. For the purposes of this
explana’rion we will use FTP as an example, but the Principles apply 1o many of the standard
Services.

Blocking all FTP traffic

Ina Policy, when the Service varidble is set to a speci@ic service and the firewall is set to
DENY, what is happening is that it is lolocking the Por’r that is assigned to those Service
names. In the case of FTP, FTP_GET, or FTP_PUT the firewall is blocking TCP Por’r 2
Because you likely have some control over any FTP servers on your network this can be
effective regarding incoming traffic but the situation changes when we start discussing
ou’rgoing traffic. I you could guaran’ree that all FTP traffic used the standard Por’r then
denying by service is an accep+ala|e approach, but if someone has set up an FTP server out
on the Internet that answers on a different Por’r number, such as 00ZI, then denying
traffic to the "FTP" service in the policy will not block the traffic. it will continue on to the
next Policy until Pinding one that applies toit, Po’ren’ria"y Finding a policy that has the service
set to "ALL"

In the case of Por’r number G002l there are two aPProaches you could take. You could
create anew service in the Firewall Objec’rs section and assign the Por‘r number 6002l and
deny lay that. This only works if you know the Por’r number being used out on the Internet.
You could take the more effective approach and use an Apphcaﬁon Control Profile to
block all FTP traffic regardless of which por’r is being used.



SeHing the UTM Proxy Op’rion

Another +hing that can be done to make the scanning of FTP more comprehensive than
jus+ |ooking fora speciFic por+ number is to edit the UTM Proxy Op+ions. In the Protocol
Port Mapping section of a proPile the Inspec’rion Port can be changed froma speciFic por+
to' Any“ por’r. By doing this for the FTP pro+ocol any troffic that is analyzed by a UTM
Securi’ry ProFile will check the traf¥fic based on the FTP pro+oco| not jus’r the traffic
going over the speciFic por’r currenHy assigned to FTP. Make sure that any policy that is
ana|yzin9 with a UTM Profile uses a UTM Proxy Op+ion proFiIe that has FTP conFigured 1o
inspec+ any por+.

It is not jus+ with FTP that you can do this. You can dlso set the FortiGate to check any
por’r, not jus+ the speci@ied one, for the Following pro’roco|s:

o HTTP « POP? e NNTP
o SMTP o [MAP
e IMis already set o scon any por+

Allowing FTP only to speci{lic sites

One situation that does come upona regular basis is the requiremen’r For people of one
organiza’rion to have the alai|i+y to use a speci{lic FTP server out on the Internet, usual|y run
by a par+ner organiza’rion. This con be adllowed Jrhrough the use of policies.

I Obtain the IP address or FADN of the approved FTP server.

1. From that address, create an address olajec’r in the Firewall Olajec’r section.

3. Make sure that exisﬁng po|icies do not dllow FTP traffic to the other side of the
FortiGate unit!

4 Create on Address policy that adllows FTP traffic to the address created in S+ep 1
and place the policy ear|y in the sequence before any po|icy that migh‘r DENY or
block FTP.

) VeriFy that it works.

Allowing FTP only for speciFied users

Any time you are re@erring to speci{lic users you will |ike|y end up using an Iden’ri’ry based
po|icy. The wo most common approaches to this are:



. Those that can vs. those that can'+
i.  Create auser group of those that is made up of users adllowed to access
FTP on the other side of the FortiGate unit.
i. Create auser group of those that is made up of users not allowed to
access FTP on the other side of the FortiGate unit.

iii. — Make sure that exis’ring Policies do not dllow FTP traffic 1o the other side
of the FortiGate unit'

iv.  Create a User Identity policy that dllows traffic from the “allowed group“
to qo through the Firewall and deries traffic from the "not dllowed' group
and Piace the policy early in the sequence before any Policy that migh’r
DENY or block FTP.

V. Verii3y that it works.

The disadvon’rage of this approach is that it can require more administrative
overhead to make sure that the correct users are in the correct group.

1. Those that con vs. everybody else
i.  Create auser group that includes the accounts of those users allowed to
access FTP on the other side of the FortiGate unit.

i.  Make sure that exis’ring Policies do not dllow FTP traffic 1o the other side
of the FortiGate unit'

ii.  Create a User Identity policy that allows traffic from the ‘allowed group“
to 90 Jrhrough the firewall and Piace the Policy early in the sequence
before any Po|icy that migh’r DENY or block FTP.

V. Verii3y that it works.

The odvan‘roge is that you oniy have to worry about the keeping the “allowed" users
in the group. Everyone else is taken care of au’roma’ricaily.

Allowing FTP only for speciFied machines

Some orgoniza’rions limit the use of some iypes of access to speciilic devices. If the
organiza’rion uses static IP addresses then a regular Address Policy con be used.

l Using Address policies
i.  Inthe Firewall Oiajec’rs section create address objecis For any of the
devices allowed to use FTP.



iV,

Create on address group of addresses that make up devices dllowed
access.

Make sure that exisling Policies do not dllow FTP traffic 1o the other side
of the FortiGate unit'

Create a Policy with the address group from Slep ii. as a Source Address
that allows the FTP traffic and Place the Policy early in the sequence
before any Policy that mighl DENY or block FTP.

Veril3y that it works.

The disadvon’rage with this method is that if the addresses of the syslems change
the Permissions will break down. The advanlage is that it is simpler to set up.

1 Using Device ldenli’ry Policies

This works amost exaclly the same as allowing access by User Iden’rily excep’r that you
would use a Device ldenli’ry Policy instead of a User Idenli’ry Policy.

Vi.

iV,

In the User & Device section, define the devices that will be allowed to
access FTP servers on the other side of the Firewall

hdd the devices from Step i. to a Device Group that is specil?ically for
alowed FTP access.

Make sure that exisling Policies do not dllow FTP traffic 1o the other side
of the FortiGate unit'

Create a Device lden’rily Policy giving the group defined in Slep ii the
permission to use the FTP service o and Ploce the Policy early in the
sequence before any Policy that mighl DENY or block FTP.

Verilly that it works.

The odvanloge is that unless the network interface odapler hardware is changed
on the compuler you don't have to worry about changing addresses. This is handy
in an environment where DHCP is used to assign addresses.

Allowing FTP excep‘r for speciFic content

I¥ the olojec’rive is to block specillic content from geHing out but otherwise allow the use
of FTP than the best approach is to use Data Ledk Prevention (DLP). In this case it is very
important to set the UTM Proxy Oplions to inspecl any Porl. When the lolocking of specil:ic
content is done, it is often done for legol or compliance reasons so you have to make sure



the content is blocked no matter which Por’r it goes out on. I the content ge’rs Pas’r the
Firewall there can be legal and/or financial consequences.

In se’r’ring up the DLP restriction, the assump’rion will be made that anyone can use FTP,it's
jus’r that +hey are not allow to send out certain confidential Files.
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Con{ligure the UTM Proxy Op+ion 50 that FTP scans any Por’r.
ConFigure the DLP ProFile to scon for the content you wish to Preven’r Ieaving the
network. You will be able choose £rom Fil’rering op’rions such as:

o File size o File +ypes

. Naming Pa++erns using wild o File Finger Prints
cards o Watermarks

* Naming patterns using * Whether it is encrypted
regular expressions

Assign the action Block or Quarantine to the Filters rela’ring to the content.
Open any |90|icy that the ’rarge’red content could 90 Jrlr\rough, the closer to the
loeginning of the sequence the better.

Enable the use of the DLP Pro@ile that will block the content.

Make sure that the UTM ProFiIe referred to in S’rep lis chosen.

Include any other UTM details that are needed by the Pro@ilel

VeriPy that it works.

These s’rra’regies are not jus+ for FTP. They can be used for a number of Pro’roco|s that
you may need to block selec+ive|y or Pervasively. Also, these s’rra’regies were dll Fair|y basic
in their requiremen’rsl By combining the Jre(;hniques listed here with each other or with
other Firewall technigues you can customize the restrictions imposed on your FortiGate 1o
closely match your requiremen’rsl

"' The implich‘ policy or Policy O denies dll traffic to dll locations and this can be counted on
to deny FTP traffic as long as there is not a policy before it that will allow the traffic.



